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upstream zentao_server{
server .29.2.121 weight=
server .29.2.31 weig

server {
listen H
server_name agile.ctrdc.com ;
add_header Strict-Transport-Security always;
add_header X-XSS-Protection
add_header X-Content-Type-Options nosniff;
add_header X-Frame-Options 5
index index.php;

location / {
rewrite ~(.*)$ https://agile.ctrdc.com/$1 permanent;

server {
listen ssl ;
server_name office.ctrdc.com ;

ssl certificate /etc/nginx/ca/4468321 ctrdc.com.pem;
ssl _certificate_key /etc/nginx/ca/4468321__ ctrdc.com.key;
ssl session_timeout 5m;

ssl_ciphers HIGH:!ADH: !MD5;

ssl protocols TLSv1l.1 TLSv1.2;

ssl prefer_server_ciphers on;

ssl session cache shared:SSL:10m;
add_header Strict-Transport-Security
add_header X-XSS-Protection

add_header X-Content-Type-Options nosniff;
add_header X-Frame-Options 5
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server

location A~ /loleaflet {
proxy pass https://172.29.2.121:9980;
proxy_set_header Host $http_host;

location ~~ /hosting/discovery {
proxy_pass https://172.29.2.121:9980;
proxy_set header Host $http_ host;

location ~ ~/1ool/(.*)/ws$ {
proxy_pass https://172.29.2.121:9980;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection 5
proxy set header Host $http host;
proxy read_timeout 36000s;

location ~ ~/lool {
proxy pass https://172.29.2.121:9989;
proxy_set_header Host $http_host;

location ~~ /lool/adminws {
proxy pass https://172.29.2.121:9989;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection 5

proxy_set_header Host $http_host;

proxy_read_timeout 36000s;

{

listen ssl ;

server_name agile.ctrdc.com ;

ssl certificate /etc/nginx/ca/4468321 ctrdc.com.pem;
ssl certificate_key /etc/nginx/ca/4468321 ctrdc.com.key;
ssl session_timeout 5m;

ssl ciphers HIGH:!ADH: !MD5;

ssl protocols TLSv1l.1 TLSv1.2;

ssl_prefer_server_ciphers on;

ssl session_cache shared:SSL:10m;

add_header Strict-Transport-Security always;
add_header X-XSS-Protection

add_header X-Content-Type-Options nosniff;

add_header X-Frame-Options 5

location / {
proxy set header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;




proxy _hide_header X-Frame-Options;
proxy_set_header X-Forwarded-Proto https;

add_header X-Frame-Options SAMEORIGIN always;
proxy pass http://zentao_server;
error_page /404 .html;

location = /404.html {

error_page /50x.html;
location = /5@x.html {
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